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RQ1. How effective are LLMs in patching real 

vulnerabilities vs. artificial vulnerabilities?
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56 Vulnerabilities (15 real, 41 artificial)14 LLMs
Prompting strategy
“You are a security expert who is 

good at static program analysis. 

The following SOURCE CODE, 

written in Java, contains a 

vulnerability. Please write the 

source code to fix this vulnerability. 

Do not make any other changes to 

the source code, and just reply with 

the final patched Java function.

SOURCE CODE: {source code}”

RQ2: How complementary and overlapping are LLMs in 

patching real vulnerabilities vs. artificial vulnerabilities?

Aim
To assess:

Motivating example

CVE-2018-17201 causes an infinite loop that may lead to a DoS attack. The original fix adds a conditional 

exception, while the modified version changes the condition and reintroduces the vulnerability.

Results

RQ1 (Patching effectiveness of LLMs for real and 

artificial vulnerabilities)

• All evaluated LLMs patch real vulnerabilities more 

successfully than artificial vulnerabilities. 

• This consistent gap across 14 models suggests that 

current one-shot LLM patching has limited 

generalization to artificial variants, even when those 

variants strongly couple to the corresponding real 

vulnerabilities.

• The strongest models, Mistral 8x7Bv0.1 Instruct and 

DeepSeekR1 Qwen 32B, each patch 14/56 

vulnerabilities, however the performance still drops 

notably on artificial cases.

RQ2 (Overlapping and complementarity of LLMs in 

patching real and artificial vulnerabilities)

• LLM overlap is much higher on real vulnerabilities 

than on artificial ones.

• Several LLMs converge on the same real 

vulnerabilities, however the overlapping drops sharply 

for artificial cases.

• At the same time, unique complementary patches are 

almost absent, with only two unique successes across 

all models and vulnerabilities.

• This indicates that combining current LLMs into 

ensembles is likely to provide only limited additional 

coverage, especially for the artificial cases.
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